
EMM SafePhone 4.1

Russian Enterprise Mobility Management



SO SAFEPHONE?

 Unit solution

 The ability to use SafePhone cloud 
service from its own data center

 The solution is certified by Federal 
Service for Technical and Export Control 
of Russia

 Delivery flexibility (OPEX / CAPEX)

The SAFEPHONE software is dedicated for processes automation of secure centralized management 
of companies and state organizations cell phones, both enterprise-wide and relatively small.

*Made in Russia



SAFEPHONE 4.1 ITEMS

BYOD / Container 
Support

Work with browser and 
mail fetcher

Numerous security 
policies

Convenient monitoring 
of system availability for 
the administrator

Classic MDM 
functionality



MASTER DATA MANAGEMENT STANDARTS

SafePhone is the 
enterprise mobility
management (EMM) 
tool including functions
for mobile device
management (MDM), 
mobile application
management (MAM), 
and mobile content
management (MCM).



SCENARIOS FOR USING MOBILE DEVICES

Corporate only devices (COBO 
– corporate owned business
only)

Personal devices (BYOD – bring 
your own device)

Corporate device in personal 
use (COPE – corporate owned 
personal enabled)

Version

4.1



MOBILE DEVICE MANAGEMENT (MDM)

• Requirements for mobile devices passwords
• Lock or factory reset mobile devices in case 

of loss or theft
• Restriction of selected interfaces for 

recording and transmitting data where their 
use is unacceptable

• Restriction of unsafe mobile OS features
• WLAN management
• Geolocation during working hours
• Automatic mobile devices registration during 

initial initialization or after factory reset 

Profile - a set of policies, united by a functional feature



MOBILE CONTENT MANAGEMENT (MCM)

 Separation of corporate and personal data:
- encryption coding of corporate data
- information isolation of corporate and personal apps 
and their data

 Container:
- Android - Samsung Knox
- iOS - Policies + SDK / Wrapper

 SafePhone personal user data screening (GPS, SMS, 
GSM calls)

 Different policies for corporate and personal devices

BYOD - bring your own device



MOBILE CONTENT MANAGEMENT (MCM)

SafePhone allows you to organize secure
remote access to the company's information
resources:
• E-mail
• Web portals
• File storages

SafePhone helps to organize a secure container
for storing corporate data. The user will not be
able to remove data from container
unauthorized.



 Install, update, delete, start, stop applications without user 
 Monitoring running apps
 Trusted Enterprise Application Storage
 SafeStore for installing trusted software

WHAT DOES THE SAFEPHONE EMM PLATFORM PREVENT FROM 
YOURSELF?

APP - POWERFUL TOOL FOR 
WORK
SafeStore - is a trusted enterprise application store on a mobile device. At 

the same time, the organization independently checks and places into 

SafeStore the necessary applications, which can significantly reduce the 

risks of malicious attacks on enterprise information systems.



AUXILIARY FACILITIES

FOLLOW THE TRENDS
 English language support

 Added function to create user agreement

 Added the ability to register using the app 

from the captive portal



SAFEPHONE + VPN

To ensure the security policy of corporate mobile communications, SafePhone is 

completeв by a secure trusted information-carrying medium - VPN. The client 

software is deployed on the mobile device: SafePhone, VPN and SIP-client, from 

the contracting authority side, server components are installed: SafePhone

Server, VPN server, SIP-server.

 Guarantee of confidentiality of negotiations with mobile and fixed 

subscribers;

 Providing secure access to corporate information resources;

 Providing access to corporate terminal servers and web portals;

 IP-telephony protection and other communication vehicles;

 Protect your mobile device from network attacks.

ADD VPN



HOLD BALANCE
Using the SaaS model, you can select only the 
necessary functionality from the service packages:

 Centralized mobile device management
 Incident Response
 Protected communication

The service is provided on the customer infrastructure basis, partner or own 
NII SOKB data center - SafeDC, which is certified for class 1 and level 1 of 

information systems security

SAFEPHONE AS A SERVICE



ARCHITECTURE



PLUG-INS

 Does not require special infrastructure and repeater 
applications

 Voice traffic is encrypted in accordance with all-Union 
State Standard 28147-89

 EDGE technology

 Messages will be delivered to the addressee, even if they 
were recorded without communication.

 If the addressee is offline, he will receive a message as 
soon as he become on-line

 History and contents of the transmitted messages are 
available to the administrator

PUSH TO TALK



ВРЕМЕНИ)

Monitoring employee's location inside 
and outside the facility

RTLS

Control over the location and 
movement of employees, 
visitors, equipment by indicating 
the power of the received Wi-Fi 
signal

PLUG-INS



IMPLEMENTATION EXPERIENCE

SafePhone SaaS, 600 tablets,
Russian Federation

SafePhone + VPN, 70 cell 
phones, Moscow

SafePhone + VPN, 1000 cell phones, 
Russian Federation, scaling + 7000

SafePhone + VPN, 32 tablets 
for TOP-management, Korolev-

city

SafePhone + VPN, 260 cell 
phones, Moscow



NII SOKB Ltd.

“Research Institute of Complex Security”

10 years More than 10 years specializes in providing integrated safety 

and security

300 projects Over 300 projects of various scale and complexity

TOP 10 largest 

Russian companies
Top 10 largest Russian companies in the field of information 

protection 2017*

* По данным Cnews Analytics 

COMPANY PROFILE



DISCUSSION QUESTION?!

Moscow, Nauchniy proezd, 17

+7 (495) 646-75-63 

info@niisokb.ru

www.niisokb.ru

www.safe-phone.ru

ORDER DEMONSTRATION OF THE PRODUCT RIGHT NOW !

mailto:info@niisokb.ru
http://www.niisokb.ru/
http://www.safe-phone.ru/

